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Abstract

Provenance, the metadata that pertains to the derivation
history of a data product, has become increasingly impor-
tant in scientific workflow environments. In many cases,
both data products and their provenance can be sensitive
and effective access control mechanisms are essential to
protect their confidentiality. In this paper, we propose i) a
formalization of scientific workflow provenance as the basis
for querying and access control; ii) a security specification
mechanism for provenance at various granularity levels and
the derivation of a full security specification based on in-
heritance, overriding, and conflict resolution rules, iii) a
formalization of security views that are derived from a sci-
entific workflow run provenance for different roles of users;
and iv) a framework that integrates abstraction views and
security views such that a user can examine provenance
at different abstraction levels while respecting the security
policy prescribed for her. We have developed the SECPROV
prototype to validate the effectiveness of our approach.

1 Introduction

In recent years, more and more scientists start to use
workflow technologies to automate the steps they need to go
through from raw datasets to potential scientific discovery.
As aresult, scientific workflows have emerged as a new field
to address the new requirements from scientists [30, 32]. A
scientific workflow is a formal specification of a scientific
process, which represents, streamlines, and automates the
steps from dataset selection and integration, computation
and analysis, to final data product presentation and visual-
ization. A scientific workflow management system supports
the specification, execution, re-run, and monitoring of sci-
entific processes [30, 33, 15, 21, 18, 41, 20].

Provenance management is essential for scientific work-
flows to support scientific discovery reproducibility, result
interpretation, and problem diagnosis [36, 9]; such a facil-
ity is usually not necessary for business workflows. Prove-
nance metadata captures the derivation history of a data
product, including the original data sources, intermediate
data products, and the steps that were applied to produce
the data product. In many cases, both data products and
their provenance can be sensitive and effective access con-
trol mechanisms are essential to protect their confidentiality.

As an example, consider an intragenomic recombination
analysis scientific workflow shown in Fig. 1, which is sim-
plified from our original workflow that consists of over 50
workflow tasks [3]. For a given genome, this workflow
takes its protein sequences and identifies all its multi-gene
families (77). A particular multi-gene family is then se-
lected by the user and its associated DNA sequences are
retrieved (T»). Then a recombination analysis is performed
on the retrieved sequences (753), which consists of two steps:
a multiple DNA sequence alignment step (7}) and a gene
conversion detection step (75); the latter is implemented by
an off-the-shelf program GENECONYV with an input data
file preparation step (7). As shown in the figure, a sci-
entific workflow consists of a set of workflow tasks, work-
flow inputs, workflow outputs, and data channels that con-
nect them. Each task represents a computational or ana-
Iytical step of a scientific process. A task has input ports
and output ports that provide the communication interface
to other tasks. Tasks are linked together into a workflow as
an acyclic graph via data channels. During workflow exe-
cution, tasks communicate with each other by passing data
via their ports through data channels. Finally, a task can
have an arbitrary number of input parameters (special kind
of input ports), which are used by a scientist to configure
its dynamic execution behavior. In the workflow, p1, ..., pg
are input parameters whose meanings are described in the
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Figure 1. 1/: an intragenomic recombination
analysis scientific workflow.

(c) Postdoc's one secure abstraction view of the above workflow run provenance

Figure 2. Security view and secure abstrac-
tion view of a scientific workflow run.

figure. The workflow is hierarchical: composite task 75
consists of atomic task 7} and composite task 75, which in
turn consists of atomic tasks 75 and 7%. Suppose both data
products and their provenance are sensitive, and we define a
role Postdoc. Postdoc can access everything except ps, p4,
D¢, Ds» 04, 5, and the dependency induced by data channel
from o4 to i5; this is specified by a “—"" annotation on them.

This workflow can be executed many times for different
genomes or for the same genome but with different param-
eter settings, resulting in vast amounts of data products and
provenance information. Fig. 2.(a) shows a sample scien-
tific workflow run of the workflow in Fig. 1. There are two
kinds of nodes: circles represent data products and rectan-
gles represent workflow task runs, which are labeled their
workflow task run identifier in the form of T'R; : 1" where
T is the identifier of the task.

An edge from a data product to a task run represents
a consume relationship, while an edge from a workflow
task to a data product represents a produce relationship.
Fig. 2.(a) shows the most detailed workflow run provenance
information that will be recorded by a scientific workflow
provenance system. However, following our example, since
Postdoc cannot access po, P4, D, Ps, 04, t5, and the data
channel from o4 to i5, the most detailed provenance infor-
mation Postdoc can access is shown in Fig. 2.(b), in which
data products ds, d7, d1g, d14, d11 and dy1’s incoming and
outgoing edges are eliminated. Finally, since a user typi-
cally browses a workflow run provenance at a particular ab-
straction level at a time, a secure abstraction view of the
above provenance is shown in Fig. 2.(c) for Postdoc, in
which T'Rs : T is viewed as a blackbox but TR3 : T3
is viewed as a composition of TRy : T and T'Rs : T5.

Although many access control mechanisms have been
proposed for business workflows [6, 19, 11, 2, 23, 1, 10, 4],
they are not suitable for scientific workflows since busi-
ness workflows are control-flow oriented while scientific
workflows tend to be dataflow oriented and provenance en-
abled [30]. In particular, existing access control mechanims
for business workflows cannot be used to restrict the access
to the dependency relationships between data products in
scientific workflow provenance; see more discussion in the
related work section.

The main contributions of this paper are: i) a formal-
ization of scientific workflow provenance as the basis for
querying and access control; ii) a security specification
mechanism for provenance at various granularity levels and
the derivation of a full security specification based on inher-
itance, overriding, and conflict resolution rules; iii) a for-
malization of security views that are derived from a scien-
tific workflow run provenance for different roles of users;
and iv) a framework that integrates abstraction views and
security views such that a user can examine provenance
at different abstraction levels while respecting the security
policy prescribed for her. We have developed the SECPROV
prototype to validate the effectiveness of our approach.

2 Related work

The importance and requirements of security have been
well understood in business workflows [6, 19, 11, 2, 23, 1,
10, 4]. Much work has been done in authentication [31],
authorization [39, 7, 24, 34, 40, 28], data privacy, and se-
cure workflow models [26, 27, 5]. While process integrity is
ensured by constrained planning [7, 38, 17], data confiden-
tiality is often supported by integrating Role-Based Access
Control [35] in the enactment system [28, 22, 26]. Secu-
rity requirements can be either managed by the workflow
system itself [25, 29], or enforced outside of the workflow
engine [14].



While execution logs are maintained in business work-
flows, a richer set of provenance information is collected
and maintained in a scientific workflow management sys-
tem for the purpose of supporting scientific discovery re-
producibility, result interpretation, and problem diagnosis
[36, 9]. Provenance metadata captures the derivation his-
tory of a data product, including the original data sources,
intermediate data products, and the steps that were applied
to produce the data product. The provenance management
problem concerns about the efficiency and effectiveness of
collecting, storing, browsing, querying, and visualization of
scientific workflow provenance metadata [13].

Although security issues for provenance have been iden-
tified by a couple of researchers [37, 12], these issues are
still open problems. While several access control mecha-
nisms have been proposed for business workflows [6, 19,
11, 2, 23, 1, 10, 4], they are insufficient for scientific work-
flows provenance for the following reasons: 1) they do not
support the restriction of access to the dependency rela-
tionships between data products in workflow provenance;
2) they have not considered different levels of workflow
provenance, including workflows, tasks, ports, data chan-
nels, and their containment and inheritance relationships;
3) they have not considered the interaction of access control
and abstraction. The latter is used for viewing provenance at
different abstraction level as scientific workflows can be hi-
erarchical; and 4) they have not considered the data channel
constraint introduced by a scientific workflow specification.

Our notion of abstraction views is similar to the notion
of user views introduced in [16, 8]. However, we devel-
oped the notion of security views, and based on abstraction
views and security views, we developed the notion of se-
cure abstraction views. Secure abstraction views enable a
user to access and query provenance information at differ-
ent abstraction levels, returning the intersection of the ab-
straction view requested by the user and the security view
corresponding to the access control policy prescribed for the
user.

Finally, access controls for XML data cannot be applied
to provenance due to the differences in data models (XML
tree vs. provenance acyclic graph), abstraction mechanisms
(XML tree structure vs. workflow structure, rather than
provenance structure), and data relationships (XML parent-
child relationships vs. provenance data dependencies).

3 Scientific Workflow Provenance Model

In this section, we formalize a model for scientific work-
flow provenance by defining the notions of atomic task,
composite task, task run, and workflow run provenance.

Definition 3.1 (Atomic task) An atomic task is a tuple (tid,
IP, OP), where tid is the unique identifier of the task,

IP = {i1, i2, ..., iy, } is the set of input ports of the task,
and OP = {0y, 09, ..., 0, } is the set of output ports of the
task. We use tid.i; and tid.o;, to denote the input port i,
and the output port o, of the task tid, respectively. &

Definition 3.2 (Composite task) A composite task (or sub-
workflow) is a tuple (wid, TP, OP, T, F), where wid
is the unique identifier of the composite task, ZP = {i1,
19, ..., i;m t is the set of input ports of the composite task,
OP = {o1, 09, ..., 0,} is the set of output ports of the
composite task, 7 is the set of constituent tasks of the com-
posite task, each of which is either atomic or composite,
and F is the set of data channel of the composite task with
each (t1.0;,t2.i;,) € F representing the data channel from
output port 0; € ¢;.OP of some task t; € 7 to input port
1, € to.ZP of some other task t5 € 7. &

At the top level, a scientific workflow is also considered
as a composite task. A task might be used in several parts of
a scientific workflow or in an iteration construct. Such a task
might get executed multiple times in a particular workflow
execution. Each execution of a task 7T’ is called a task run
and is assigned with a unique task run identifier in the form
of TR, : T'; see Fig. 2 for examples. At the top level, a sci-
entific workflow is considered as a composite task. There-
fore, a workflow run is a special case of a task run. Each
execution of a scientific workflow produces a workflow run
provenance, which archives the derivation history of data
products, including the task runs that have contributed to
the data products. We formalize the notion of workflow run
provenance as follows.

Definition 3.3 (Workflow run provenance) A workflow
run provenance is a tuple (wrid, wid, D, TR, Con-
sume, Produce), where wrid is the unique identifier of
the workflow run, wid is the identifier of the workflow
that wrid executes, D is the set of all the data products
consumed or produced by the workflow run, 7R is the
set of all the task runs executed in the workflow run with
wrid C TR, Consume is the relationship set with each
(d,tr.ij) € Consume representing that input port ¢; of task
run tr € TR consumed data product d € D during the
workflow run, Produce is the relationship set with each
(tr.ox,d) € Produce representing that output port oy of
task run ¢tr € 7R produced data product d € D during the
workflow run. &

Our workflow run provenance model captures prove-
nance at various levels of abstraction and granularity: Con-
sume and Produce dependency information are collected for
all levels of a composite task or workflow, and provenance
is collected for task runs, ports, and data channels (by Con-
sume and Produce). Such a scientific workflow provenance
model provides the basis for querying and access control of
provenance at different levels of abstraction and granularity.



4 Security Model

In this section, we propose a Role-Based Access Control
for scientific workflow run provenance. Using our access
control, one can not only impose restriction on the access to
data products consumed and produced during a workflow
execution, but also impose restriction on the access to the
dependency relationships among the data products. When a
workflow is designed, a system security administrator pro-
vides a security specification for each semantic role of users
in the system. We propose three levels of security specifica-
tion, namely, fask level, port level, and data channel level.

Task level security specification. At this level, an
atomic task, composite task, or a whole workflow, can be
annotated to be accessible (+) or inaccessible (—), mean-
ing that all the data products consumed and produced by an
execution of the task are accessible or inaccessible, respec-
tively. For example, the administrator may specify secu-
rity annotations for all or some of the tasks in the following
way: <Task t, Role r, security annotation a>, where a can
be either + or —. We call a set of such security annota-
tions as a fask level security specification and denote it as
TL. Any task that has no security annotation in 7'L inher-
its the annotation of its nearest ancestor. At the top level,
the annotation of a whole workflow can be set to a default
annotation, either + or —; we use + as the default annota-
tion for a workflow in this paper. The annotation of a task
can be calculated by function getTaskSecAnnot defined
as follows:

01 Function getTaskSecAnnot

02 Input: Task ¢, Role r, workflow specification W, security specification 7'L
03 Output: Task security annotation < t,r,a >

04 Begin

05 If there exists < t,r,a > € T'L, then Return < ¢,7,a >;

06 If tisaworkflow W, then Return < ¢, 7, + >; /*accessible by default*/
07 Let t, be a composite task that directly contains ¢;

08 < tp,r,ap > =getTaskSecAnnot(t,,r,W ,TL);

09 Return < t, 7, a, >;/*inheritance from a parent in a task hierarchy*/
10 End Function

Intuitively, input and output ports inherit security anno-
tations of tasks that they belong to. We provide more details
on port security annotations in the following.

Port level security specification. At this level, an indi-
vidual port can be assigned to be accessible (+) or inacces-
sible (—), meaning that all the data products consumed or
produced by this port from all workflow runs of the work-
flow are accessible or inaccessible, respectively. For exam-
ple, the administrator may specify security annotations for
all or some of the ports in the following way: <Port p, Role
r, Security annotation a>, where a can be either + or —.
We call a set of such security annotations as a port level
security specification and denote it as PL. Any port that
has no security annotation in PL inherits the annotation of
its owner task. For an unannotated port that simultaneously
belongs to a hierarchy of tasks, its annotation is set to — if
one of its owner task has an annotation of — and set to +

otherwise; other derivation rules can be used or user inter-
vention can be incorporated from an interface. The explicit
annotation of a port in PL always overrides the implicit se-
curity annotation inherited from a task that the port belongs
to. In summary, the annotation of a port can be calculated
by function get PortSecAnnot defined as follows:

01 Function getPortSecAnnot

02 Input: Port p, Role r, workflow spec. W, sec. specifications T'L and PL
03 Output: Port security annotation < p, r, a >

04 Begin

05 If there exists < p,,a > € PL, then Return < p,r,a >;

06 Lettq,ts, ..., t, be tasks that have port p;

07 < ti,r, a1 > =getTaskSecAnnot(t,,r,W,TL),

08 < to,r,as > =getTaskSecAnnot(to,r,W,TL), ...,

09 < tn,r,a, >=getTaskSecAnnot(t,,,r,W,T L),

10 Ifa; = —oraz = —or..ora, = —, then Return < p, r, — >;
11 Else Return < p, r, + >;

12 End Function

Data channel level security specification. At this level,
a data channel between two ports can be assigned to be
accessible (+) or inaccessible (—), meaning that a user is
revealed or unrevealed, respectively, that there exists a de-
pendency between a data product produced by one port and
a data product consumed by another port. For example,
the administrator may specify security annotations for all
or some of the data channels in the following way: <Data
channel (p1,p2), Role r, security annotation a>, where a
can be either + or —. We call a set of such security an-
notations as a data channel level security specification and
denote it as DL. In addition, we propose to use rules to
derive security annotations for data channels which have no
assignments in D L. Such rules are specified in a table that
we denote DLT. DL7 is searched for the first applicable
rule that is used to derive a security annotation for a data
channel; if none of the rules is applicable, either a default
annotation, + or —, or the user can be prompted for choos-
ing an annotation for the unannotated data channel.

A sample table DL? with two data channel security an-
notation derivation rules is shown in Table 1. The first rule
derives the + annotation for any data channel (p;, p2) with
both p; and p, having the annotation of 4. The second rule
derives the — annotation for any data channel (p;, p2) with
both p; and py having the annotation of —. One can also
change the second rule to a derivation of a + to allow the
access of the dependency induced by the data channel even
though the ports are not accessible. Note that DL” is op-
tional (can be empty) for our security specification model
and the presented rules are only examples. In summary, the
annotation of a data channel can be calculated by function
getDataChannel Annot defined as follows:

01 Function getDataChannelSecAnnot

02 Input: Data channel (p1, p2), Role r, workflow spec. W/,

03 sec. specifications T'L, PL, D L, and table DLT

04 Output: Data channel security annotation < (p1, p2), 7, a >

05 Begin

06 If there exists < (p1,p2),r,a > € DL, then Return < (p1,p2), 7, a >;
07 Find the first (top-down search) rule R in DL” that is applicable to (p1,p2)
08 If R is found, then apply it and Return the result of R application;

09 Else Return < (p1,p2), r, defaultvalue >;/*customizable default val.*/
10 End Function



Table 1. Sample table DL”

[ # [ Data ch 1 security annotation derivation rules DLT ]
I [ V(p1,p2), < (p1,p2), 7, + >¢ DL, < (p1,p2), 7, — >¢ DL,
< p1, 7, a1 >= getPortSecAnnot(p....),

< p2,r,az >= getPortSecAnnot(ps,...),

a1 =az =+ =< (p1,p2), 7, + >

2 | VY(p1,p2), < (p1,p2), 7+ >¢& DL, < (p1,p2), 7, — >¢ DL,
< p1,7,a1 >= getPortSecAnnot(p1.,...),

< pa, T, az >= getPortSecAnnot(ps,...),

a1 =az = — = < (p1,p2), 1, — >

W: intragenomic recombination analysis scientific workflow (see Fig. 1)
r: role Postdoc TL={<W,r+>, <T g5, 1,>} S
PL={<py,1,>, <p4.f,=>, <pe.,t,—>, DL = {<(0 4,i5),r,—>}
<P 7,1,4>, <O 4,1,=>, <Og,1+>, DL see Table |
<0 5,1, +>, <ig,l,+>}
Functions: getTaskSecAnnot, getPortSecAnnot, getDataChannelSecAnnot

sf
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Figure 3. Security spec. S and full security
spec. S* for workflow 1/ and role Postdoc.

task has port

data che Encl

The three defined functions, getTaskSecAnnot,
getPortSecAnnot, and getDataChannelSecAnnot,
answer the question of how full security specifications for a
workflow W can be derived from partial security specifica-
tions TL, PL, and DL for W, and rule table DL”". In the
following, we refer a tuple that includes W, T'L, PL, DL,
DLT, and the three functions as a security specification S.
We denote full security specification, that contains explicit
security annotations for all tasks, ports and data channels
in a given workflow, as S and S* can be easily derived
from S. In Fig. 3, we show security specification S and
full security specification S for our sample intragenomic
recombination analysis scientific workflow W (see Fig. 1)
and role Postdoc. ST is represented as a graph and is
computed by calling the corresponding functions on each
task, port and data channel of W. Next, we address the
important consistency problem of security specifications.

Security specification consistency. We define the no-
tion of a security specification consistency in terms of con-
sistency constraints, such that the security specification is
consistent if it does not violate any of the consistency con-
straints in the system. The first consistency constraint that
our model supports is the data channel constraint, which
restricts that the two ports connected by any data channel
must have the same security annotations, i.e., V(p1,p2),
< p,ra; >€ ST, < po,rap >€ SF, a; = as. The

rationale for this constraint is to avoid the unintentional per-
mission of accessing a sensitive data product in the situation
in which the data product is accessible via one port (with +
annotation) and inaccessible via another port (with — anno-
tation) of some data channel. It is important to report such
a situation to the system security administrator to prevent
the unauthorized data access. This is the only mandatory
constraint in our provenance access control model.

Another kind of consistency constraints supported by our
model is the so called separation of duty constraints, which
restrict the exclusive choice of accessing two different ports.
For example, for some scientific workflow, it may be impor-
tant to ensure that if a user can access either port ;.0 or port
t;.0, but never both.

Our sample security specification (see Fig. 3) for the in-
tragenomic recombination analysis scientific workflow is
consistent, since the data channel constraint holds for each
data channel and we do not define any other constraints at
this point. When the system encounters an inconsistent se-
curity specification that violates one or more of the con-
sistency constraints, the administrator is required to either
change the security specification or relax the constraints.

S Security Views of Provenance

Our approach for enforcing security specification for sci-
entific workflow run provenance is based on the innovative
notion of security views. A security view of provenance
is a restricted view of the recorded scientific workflow run
provenance consisting of all and only the information that
the users are authorized to access.

Before we formalize and incorporate the security view
notion into our provenance model, consider the implica-
tion of security annotations of data channels and their as-
sociated ports on the accessibility of provenance. A con-
sistent specification has four cases of security annotations
for a data channel and its associated ports as shown in
Fig. 4; other cases lead to inconsistent specifications due
to the mandatory data channel constraint. In the first case,
both ports and the data channel are annotated with + (e.g.,
<o,r, 4+ >, <i,r+ >,< (0,i),r,+ >€ SF), and there-
fore, corresponding task runs, data product, and their de-
pendency should all be accessible. In the second case, both
ports are accessible but the data channel is inaccessible.
Therefore, we need to enforce that although the data prod-
uct is accessible, the dependency is not. To achieve this, we
introduce a copy d° of data product d but with a new unique
data product ID. In this way, the user is able to access the
content of the product but not the dependency; our approach
does not prevent a user to infer the dependency informa-
tion by comparing the value of d and d°. In the third case,
both ports are inaccessible while the data channel is acces-
sible; this implies that the data product is not accessible but
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Figure 4. Implication of security annotations
of a data channel and its associated ports on
provenance accessibility.

the dependency is. As our current model does not permit
a task run to be connected directly to another task run, we
replace the data product with a dummy data product d with
a new unique product ID to maintain the dependency with-
out authorizing the access to the data product itself. Finally,
in the fourth case, both the data channel and its associated
ports are inaccessible; this implies that both the data product
and dependencies are inaccessible. Therefore, both the data
product and its associated dependency edges are deleted in
the provenance to be returned to a user.

The security view of a workflow run provenance (wrid,
wid, D, TR, Consume, Produce) only includes a subset
of data products in D, as well as some data product copies
and some dummy data products. Similarly, subsets of Con-
sume and Produce are preserved and augmented with re-
lationships for newly introduced data products (copies and
dummies). The security view definition is as follows.

Definition 5.1 (Security view) A security view of a work-
flow run provenance is a tuple (wrid, wid, D', TR, Con-
sume', Produce’), that is derived from a workflow run
provenance (wrid, wid, D, TR, Consume, Produce) and a
consistent full security specification S¥' for a role 7, where
(i) D' = D* U DU D?is the set consisting of:

(1) all the data products D* C D consumed or produced
by the workflow run and each d € D is accessible to r
via an accessible input or output port p, i.e., it is true that
< p,r,+ >€ ST and (d,tr.p) € Consume or (tr.p,d) €
Produce for some tr € (TR U {wrid}),

(2) data products D¢ and each d € D¢ is a copy of some
d" € D%, such that d and d’ have the same values but differ-
ent identifiers, and d’ is consumed and produced by accessi-
ble ports that are connected by an inaccessible channel (see
Case 2 in Fig. 4), i.e., (d',tr;.i) € Consume, (tr;.o,d’) €
Produce, (tr;.o,tr;.i) is a data channel, < i,7,+ >€ SE.
<o,r,+ >€ S, and < (0,i),7,— >€ SF, and

(3) data products D? and each d € D? is a dummy data
product with a unique data product ID and each d corre-
sponds to d’ € D that is consumed and produced by in-
accessible ports connected by an accessible channel (see
Case 3 in Fig. 4), i.e., (d',tr;.i) € Consume, (tr;.o,d’) €
Produce, (tr;.o,tr;.i) is a data channel, < ¢,7, — >€ SE,
<o,r,—>€ S, and < (0,i),r,+ > SF.

(ii) Consume’' = Consume® U Consume® U Consume® is
the relationship set consisting of (1) set Consume® which
is the projection of Consume over (D®—D*"), where D' C
D and each d’ €D has a copy d € D¢, (2) set Consume®
which is the projection of Consume over D¢’ and data prod-
ucts in Consume® are substituted with their copies from D¢,
and (3) set Consume® which is the projection of Consume
over all the data products that have corresponding dummy
data products in D% and data products in Consume? are sub-
stituted with their dummy versions.

(iii) Produce’ = Produce® U Produce® is the relationship
set consisting of (1) set Produce® which is the projection of
Produce over D* and (2) set Produce® which is the projec-
tion of Produce over all the data products that have corre-
sponding dummy data products in D% and data products in
Produce? are substituted with their dummy versions. &

d

A sample security view for the intragenomic recombina-
tion analysis workflow run provenance and Postdoc’s secu-
rity specification (see Fig. 3) is shown in Fig. 2.(b).

6 Provenance Querying with Security Views
and Abstraction Views

Composite tasks, or subworkflows, serve as an important
mechanism for abstraction. While exploring a workflow run
provenance, a user may be interested in data products that
have been produced or consumed by only certain task runs.
Therefore, an abstraction mechanism is needed to enable
a user to focus on only relevant provenance information.
In this section, we briefly outline the notion of abstraction
views and introduce a framework that integrates abstrac-
tion views and security views, such that a user can examine
provenance information at different abstraction levels while
respecting the security specification prescribed for her.

We define an abstraction view specification for a scien-
tific workflow as a set of atomic and/or composite tasks
of the workflow that a user chooses as relevant. Then, an
abstraction view of provenance is a restricted view of the
recorded scientific workflow run provenance consisting of
all and only the information that is recorded for task runs of
tasks chosen relevant in an abstraction view specification.

Thus, both security and abstraction views are restricted
views (like filters) of a workflow run provenance that in-
clude restricted sets of data products, consume relation-
ships, produce relationships, and so forth. Let sv (wr) and
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(b) Sample secure abstraction view of provenance

Figure 5. Screenshots of SECPROV.

av:}(wr) denote operations that compute a security view of

workflow run provenance wr for role r and an abstraction
view of workflow run provenance wr for user u of role 7, re-
spectively, where a security specification S for r and an ab-
straction view specification A for u are given. Then, in our
integration framework, a secure abstraction view for user u
with role 7, is defined as sv? (av:} (wr)) or av (svs (wr)).
We outline three approaches to provenance querying
with security views and abstraction views. In the first, the
most natural one, a provenance query ¢ is evaluated over a
secure abstraction view sv (av:}(wr)) of provenance. In
the second approach, ¢ is evaluated over a provenance wr
and the result is filtered out based on security and abstrac-
tion view specifications S and A. In the last approach, q is
rewritten into a ‘security and abstraction view aware’ query
¢, and ¢’ is evaluated over wr. For example, consider the
following query ¢q issued by a Postdoc user: return task runs
that produced data product dy5 (see Fig. 2). Using the first
approach, we can retrieve T R : T5 (see Fig. 2.(c)) directly
as the result of the query. Using the second approach, we
can retrieve TRy : 15, TRy : T7, and TR3 : T3 (see
Fig. 2.(a)) and filter out TR7 : T7 and T'R3 : T3, since
the tasks 7% and T3 are not part of the Postdoc’s abstraction
view specification. Finally, using the third approach, we can
rewrite ¢ to return task run ¢r that produced data product
dy5, such that tr does not execute T or T5 and ¢r’s output
port is accessible with respect to the security specification.

7 SECPROV Prototype

We developed the SECPROV prototype to validate the ef-
fectiveness of our approach to secure provenance querying
with integrated security and abstraction views. We used
Java and JGraph to implement a GUI for assigning secu-
rity and abstraction specifications and XSB Prolog to im-
plement our algorithms. Fig. 5 shows two screenshots of
SECPROV. In the upper one, an abstraction view specifica-

tion is selected (on the left) based on the task hierarchy of a
workflow. A workflow (on the right) is annotated at the lev-
els of task, port, and data channel to create a security spec-
ification. The lower screenshot shows a secure abstraction
view of a workflow run provenance (on the right). A user
can select different abstraction levels from the left panel to
examine different abstraction views of the same workflow
run provenance. Each abstraction view is secure.

8 Conclusions and Future Work

In this work, we studied the problem of protecting sci-
entific workflow provenance, including both data products
and their provenance. First, we formalized scientific work-
flow provenance that builds the basis for querying and ac-
cess control. Second, we proposed a security specification
mechanism for provenance at various granularity levels and
the derivation of a full security specification based on in-
heritance, overriding, and conflict resolution rules. Third,
we proposed the notion of security views of provenance to
serve as the mechanism for enforcing security specification
for scientific workflow run provenance. Fourth, we studied
a framework that integrates abstraction views and security
views such that a user can examine provenance at different
abstraction levels while respecting the security policy. Fi-
nally, we developed the SECPROV prototype to validate the
effectiveness of our approach. Currently, we are working on
the design of algorithms to efficiently derive security views
of provenance and would like to incorporate our findings
into our provenance management system RDFPROV.

References

[1] Workflow security consideration - white paper. In Workflow
Management Coalition, February 1998. WFMC-TC-1019.

[2] G. Ahn, R. Sandhu, M. Kang, and J. Park. Injecting RBAC
to secure a web-based workflow system. In Proc. of the fifth
ACM Workshop on RBAC, pages 1-10, 2000.

[3] J. Alhiyafi, C. Sabesan, S. Lu, and J. Ram. RE-
COMBFLOW: A scientific workflow environment for in-
tragenomic gene conversion analysis. Int. J. of Bioinformat-
ics Research and Applications, 2008. In press.

[4] V. Atluri and W. Huang. An authorization model for work-
flows. In Proc. of the fourth European Symposium on Re-
search in Computer Security, pages 44—64, 1996.

[5] V. Atluri, W. Huang, and E. Bertino. A semantic-based ex-
ecution model for multilevel secure workflows. Journal of
Computer Security, 8(1), 2000.

[6] V. Atluri and J. Warner. Security for workflow systems.
Handbook of Database Security Applications and Trends,
pages 213-230, 2007.

[7]1 E. Bertino, E. Ferrari, and V. Atluri. The specification and
enforcement of authorization constraints in workflow man-
agement systems. ACM Trans. Inf. Syst. Secur., 2(1):65-104,
1999.



(8]

(9]

[10]

(11]

[12]

(13]

(14]

[15]

[16]

(17]

(18]

[19]

[20]

[21]

[22]

(23]

[24]

O. Biton, S. Cohen-Boulakia, S. Davidson, and C. Hara.
Querying and managing provenance through user views in
scientific workflows. In Proc. of the Twenty-Fourth IEEE
Int. Conf. on Data Engineering, 2008. To appear.

R. Bose and J. Frew. Lineage retrieval for scientific data pro-
cessing: a survey. ACM Comput. Surv., 37(1):1-28, 2005.
R. Botha and J. Eloff. A security interpretation of the work-
flow reference model. In Proc. of the Inf. Secur. - from Small
Syst. to Management of Secure Infrastr., pages 43-51, 1998.
R. A.Botha and J. H. P. Eloff. Separation of duties for access
control enforcement in workflow environments. End-to-end
Security, 40(3), 2001.

U. Braun and A. Shinna. A security model for provenance.
Technical Report TR-04-06, Harvard University, 2006.

A. Chebotko, X. Fei, C. Lin, S. Lu, and F. Fotouhi. Storing
and querying scientific workflow provenance metadata using
an RDBMS. In Proc. of the IEEE International Workshop
on Scientific Workflows and Business Workflow Standards in
e-Science, pages 611-618, 2007.

H. Chivers and J. McDermid. Refactoring service-based sys-
tems: how to avoid trusting a workflow service. Concurr.
Comput. : Pract. Exper., 18(10):1255-1275, 2006.

D. Churches, G. Gombas, A. Harrison, J. Maassen,
C. Robinson, M. Shields, I. Taylor, and I. Wang. Program-
ming scientific and distributed workflow with Triana ser-
vices. Concurrency and Computation: Practice and Experi-
ence, 18(10):1021-1037, 2006.

S. Cohen, S. Cohen-Boulakia, and S. Davidson. Towards a
model of provenance and user views in scientific workflows.
In Proc. of the Third International Workshop on Data Inte-
gration in the Life Sciences (DILS), pages 264-279, 2006.
H. Davulcu, M. Kifer, L. Pokorny, C. Ramakrishnan, I. Ra-
makrishnan, and S. Dawson. Modeling and analysis of in-
teractions in virtual enterprises. In Proc. of the Ninth Int.
Workshop on Research Issues on Data Engineering, 1999.
E. Deelman, G. Singh, M.-H. Su, J. Blythe, Y. Gil,
C. Kesselman, G. Mehta, K. Vahi, G. B. Berriman, J. Good,
A. Laity, J. C. Jacob, and D. S. Katz. Pegasus: a framework
for mapping complex scientific workflows onto distributed
systems. Scientific Programming J., 13(3):219-237, 2005.
D. Domingos, A. Silva, and P. Veiga. Workflow access con-
trol from a business perspective. In Proc. of the Int. Conf. on
Enterprise Information Systems, pages 18-25, 2004.

I. Foster, J. Vockler, M. Wilde, and Y. Zhao. Chimera: A
virtual data system for representing, querying, and automat-
ing data derivation. In Proc. of the Int. Conf. on Scientific
and Statistical Database Management (SSDBM), 2002.

J. Freire, C. T. Silva, S. P. Callahan, E. Santos, C. E. Schei-
degger, and H. T. Vo. Managing rapidly-evolving scientific
workflows. In Proc. of the International Provenance and
Annotation Workshop (IPAW), 2006.

E. Gudes, M. Olivier, and R. Riet. Modelling, specifying
and implementing workflow security in cyberspace. Journal
of Computer Security, 7(4):287-315, 1999.

G. Herrmann and G. Pernul. Toward security semantics in
workflow management. In Proc. of the Thirty-First Annual
Hawaii International Conference on System Sciences, 1998.
W. Huang and V. Atluri. Analysing the safety of workflow
authorization models. In Proc. of the IFIP TC11 WG 11.3
Int. Working Conf. on Database Secur., pages 43-57, 1999.

[25]

[26]

(27]

(28]

[29]

(30]

(31]

(32]

(33]

[34]

(35]

(36]

(37]

(38]

(39]

(40]

[41]

W. Huang and V. Atluri. SecureFlow: a secure Web-
enabled workflow management system. In Proc. of the
fourth ACM Workshop on Role-based Access Control, pages
83-94, 1999.

P. Hung and K. Karlapalem. A secure workflow model.
In Proc. of the Australasian Information Security Workshop
Conference on ACSW Frontiers, 2003.

S. Kandala and R. Sandhu. Secure role-based workflow
models. In Proc. of the Fifteenth Annual Working Conf. on
Database and Application Security, pages 45-58, 2001.

M. Kang, J. Park, and J. Froscher. Access control mecha-
nisms for inter-organizational workflow. In Proc. of the sixth
ACM Symposium on Access Control Models and Technolo-
gies, pages 66-74, 2001.

D. Long, J. Baker, and F. Fung. A prototype secure workflow
server. In Proc. of the Fifteenth Annual Computer Security
Applications Conference, page 129, 1999.

B. Ludascher, I. Altintas, C. Berkley, D. Higgins, E. Jaeger,
M. Jones, E. A. Lee, J. Tao, and Y. Zhao. Scientific workflow
management and the Kepler system. Concurr. Comput. :
Pract. Exper., 18(10):1039-1065, 2006.

R. Martinho, D. Domingos, and A. Rito-Silvas. Supporting
authentication requirements in workflows. In Proc. of the
Eighth Int. Conf. on Enterprise Inf. Syst.: Databases and
Information Systems Integration, pages 181-188, 2006.

S. Miles, P. Groth, M. Branco, and L. Moreau. The require-
ments of recording and using provenance in e-science exper-
iments. Journal of Grid Computing, 2006.

T. M. Oinn, M. Addis, J. Ferris, D. Marvin, M. Senger, R. M.
Greenwood, T. Carver, K. Glover, M. R. Pocock, A.Wipat,
and P. Li. Taverna: a tool for the composition and enactment
of bioinformatics workflows. Bioinformatics, 20(17):3045—
3054, 2004.

R. Sandhu. Transaction control expressions for separation
of duties. In Proc. of the Fourth Computer Security Appli-
cations Conference, pages 282-286, 1988.

R. Sandhu, E. Coyne, H. Feinstein, and C. Youman. Role-
based access control models. IEEE Computer, 29(2):38-47,
1996.

Y. Simmbhan, B. Plale, and D. Gannon. A survey of data
provenance in e-science. SIGMOD Rec., 34(3):31-36, 2005.
V. Tan, P. Groth, S. Miles, S. Jiang, S. Munroe, S. Tsasakou,
and L. Moreau. Security issues in a SOA-based provenance
system. In Proc. of the third Int. Provenance and Annotation
Workshop (IPAW), 2006.

J. Wainer, P. Barthelmess, and A. Kumar. W_RBAC - a
workflow security model incorporating controlled overrid-
ing of constraints. Int. J. Cooperative Inf. Syst., 12(4):455—
485, 2003.

J. Warner and V. Atluri. Inter-instance authorization con-
straints for secure workflow management. In Proc. of the
eleventh ACM Symposium on Access Control Models and
Technologies, pages 190-199, 2006.

S. Wu, A. Sheth, J. Miller, and Z. Luo. Authorization and ac-
cess control of application data in workflow systems. Jour-
nal of Intelligent Information Systems, 18(1):71-94, 2002.
Y. Zhao, M. Hategan, B. Clifford, 1. Foster, G. von
Laszewski, I. Raicu, T. Stef-Praun, and M. Wilde. Swift:
Fast, reliable, loosely coupled parallel computation. In Proc.
of the Int. Workshop on Scientific Workflows (SWF), 2007.



